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Woodard Academies Trust 
Academy CCTV Policy 
 

1. Introduction 

Woodard Academes Trust and its Academies are committed to protecting the rights and 
freedoms of data subjects and safely and securely processing their data in accordance 
with all of our legal obligations. This includes personal data collected and processed via 
CCTV. 

This policy sets out how we comply with the data protection requirements of the EU 
General Data Protection Regulation (GDPR), the UK’s Data Protection Act 2018 and any 
associated guidance to protect personal data and ensure that our staff understand the 
rules governing their use of the personal data to which they have access to, via our 
CCTV system, including the ICO’s CCTV Code of Practice1. 

2. Scope 

This policy applies to all employees, including full-time, part-time, contactors and 
temporary staff, who must be familiar with this policy and comply with its terms. In 
particular, this policy applies to those staff who have specifically been granted access 
to CCTV systems within the Academy. 

This policy supplements our other data protection policies and should be read in 
conjunction with them. 

3. Who is responsible for this policy? 

All employees have a responsibility to ensure data protection compliance, however, 
these people have key areas of responsibility:  

The Trust Senior Management Team, Board of Trustees and Academy Council 
Members (the “Board”)  

The Board is ultimately responsible for ensuring adequate data protection controls are 
in place across the Trust and within the Academy.  

Academy Principals and Data Protection Champions 

Academy Principals and the Academy Champions, have a duty to ensure the Academy 
applies the principles of data protection, as set out by the Trust’s policies and 
guidance.  

 

 

                                       
1 https://ico.org.uk/media/1542/cctv-code-of-practice.pdf 
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Data Protection Officer (DPO) 

The Trust’s Data Protection Officer (DPO) is responsible for the enforcement of this 
policy in our Academy and making sure it is kept up to date, as well as dealing with any 
queries relating to this policy or the use of CCTV systems and recordings.  

The Trust’s Data Protection Officer is:  
 

Mark Gracey  
Mark.gracey@woodard.co.uk  
07833 297193  

 

4. CCTV at our Academy 

Purpose of CCTV 

We use CCTV for the prevention of crime and protection of our staff, visitors, pupils and 
property and used as a deterrent for inappropriate behaviour or damage to the 
Academy.  

The system consists of a number of cameras placed around the Academy, inside and 
out in public areas. CCTV cameras are not positioned or set to record in any appropriate 
places around the Academy, such as the toilets or changing rooms.  

Specifically, cameras are placed: 

 Polam Road Vehicle Entrance and Pedestrian Gate Entrance 
 Junior School Side Gate, Stables and Reception 
 Main School Front Gate 
 Main School Building and Reception 
 Main Staff Car Park 
 Science and Car Park 
 Skips  
 Art Entrance Main Building 
 Finance Office External  
 Science Entrance 
 Food Tech Entrance 
 Theatre (Audio) 
 Liddiard Foyer and Entrance 
 Liddiard Gym and Common Room 
 Mounsey Front and Back External  
 Proctor External 
 Mounsey 2nd Floor and 3rd Floor (Audio) 
 Dining Hall 

 

Management and access 

We are responsible for managing, processing and maintenance of the CCTV footage 
with support from our IT service.  
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Access to the CCTV system and footage is strictly limited to authorised operators and 
is password protected. Only the following individuals are authorised to access the 
system: 

 Site Manager, IT Systems and Main School Reception for gate cameras only 

These authorised employees are responsible for following this CCTV policy and 
upholding the rules set out therein. 

No other individual will have access to the CCTV equipment or recordings without prior 
permission from the Principal or DPO. 

The CCTV system will be checked daily to ensure it is operating correctly and that it 
continues to record images in line with this policy and the purposes set out below. 

CCTV footage must only be viewed when there has been a reported incident. Employees 
are not allowed to view CCTV footage for any other reason or for monitoring purposes. 
A log will be kept recording any access to the CCTV images including the time and date 
of access and who requested access. 

Where third-parties have access to the system (e.g. for maintenance of the system or 
equipment) we will make sure they have signed a standard data processing agreement 
if their access to any footage or associated personal data is required, but generally 
provided they are only accessing the system for maintenance purposes and are escorted 
at all times, including when they are carrying out the maintenance, a data processing 
agreement won’t be necessary. 

When CCTV footage is viewed (live or recorded), it will only be done so in a way that 
ensures that no one other than the authorised viewer can see the content; viewing 
screens will always be positioned in such a way as for third-parties to not be able to 
easily view the screens. Furthermore, a privacy screen will be added to the screens 
where applicable, to obscure peripheral visibility further. 

Siting of cameras 

All cameras will be setup in such a way as to meet the purpose for which the CCTV is 
operated. Cameras will be sited in prominent positions where they are clearly visible to 
employees, visitors, pupils and the general public. 

Cameras will be positioned, so far as possible, in such a way as to not record areas that 
are not intended to be covered by CCTV surveillance, including public areas mainly used 
by the general public (e.g. outside school premises). 

Signs notifying employees, visitors, pupils and the general public about our use of CCTV 
will be erected in appropriate areas. 

Data protection and privacy impact assessments 

Any changes or additions to the CCTV system or this policy will be subject to internal 
consultation with the DPO who will need to consider whether a Data Protection Impact 
Assessment (DPIA) is required. This will include additions to equipment or range or 
scope of existing CCTV. 
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We will always adopt the data protection and privacy by design and default approach 
when installing new systems or changing the use of the CCTV system. 

Storage and retention of CCTV images 

CCTV images will only be retained for up to 30 days after being recorded. 

It is possible to retain specific recordings or images for longer if they are required for a 
specific purpose, for example, if they form part of evidence submitted as part of a report 
to law enforcement (e.g. to investigate a crime recorded on our CCTV cameras). 

The Academy Data Protection Champion will make sure that appropriate security 
measures are in place to prevent unauthorised access, retention or disclosure of CCTV 
images. 

5. Disclosure of images 

To the police and other authorities 

Any request from the authorities, such as the police, must follow the lawful access to 
data policy, with the CCTV footage being treated as we do with any other piece of 
personal data. 

The Academy also retains the right to refuse permission for law enforcement to pass to 
any other person the disc or any part of the information contained. On occasions when 
a Court requires the release of an original disc this will be produced from the safe, 
complete in its sealed bag. Law enforcement may require the school to retain the stored 
discs for possible use as evidence in the future. Such discs will be properly indexed and 
properly and securely stored until they are needed by the law enforcement agency. 

To the data subject 

Any CCTV recording of an individual constitutes that individual’s personal data as it may 
be possible to identify them from the images. This means that the individual (the “data 
subject”) has a right (under data protection law) to access the images. 

Any subject access request for copies of CCTV footage should be dealt with in line with 
the subject access policy, with the footage being treated the same as any other piece 
of personal data, this includes being mindful that the footage may include other 
identifiable parties and therefore may need to be “blurred” out of the footage (or 
consent for disclosure sought from the third-parties); we must ensure the CCTV system 
allows footage to be editable in this way. The DPO should be consulted to ensure that 
both the access rights of the subject and third-parties are considered.  

The individual is entitled to be provided with a copy of the footage (e.g. on a CD or 
digital file), so we must ensure the CCTV system provides the facility to export the 
footage in such a format. Although, if the subject is willing, it is possible to invite them 
to view the footage rather than take away a copy. 

To other parties 
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Applications received from outside bodies (e.g. solicitors) to view or release discs will 
be referred to the Principal and Data Protection Officer. In these circumstances, discs 
will normally be released where satisfactory documentary evidence is produced showing 
that they are required for legal proceedings, a subject access request, or in response 
to a Court Order. 

6. Failure to comply 

We take compliance with this policy very seriously. Failure to comply puts both you, the 
Academy and Trust at risk. 

Any breach of this policy by Academy staff will be initially investigated by the Principal 
in conjunction with the Data Protection Champion and/or the Trust Data Protection 
Officer, in order for them to take the appropriate disciplinary action. Complaints will be 
dealt with in accordance with the ICO Code of Practice. 

The importance of this policy means that failure to comply with any requirement may 
lead to disciplinary action under our procedures which may result in dismissal. It should 
also be noted that misuse of a CCTV system may also constitute a criminal offence. 

If you have any questions or concerns about anything in this policy, do not hesitate to 
contact the Data Protection Champion or the Trust DPO. 

7. Policy review 

This policy will be reviewed annually by the Data Protection Officer to ensure it is still 
relevant and up to date with any changes in the law, guidance or precedents set. 

8. Document control 

Policy updated April 2020 
Next review by DPO May 2021 

 

 


